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PaGouas mporpamma paccMoTpeHa Ha 3aceJaHuH Kadeapbl UHTEUIEKTYaIbHBIX CUCTEM U
texHosioruit s HanpasieHus 09.03.04 [IporpaMMHast HH)KEHEpHUs HAMPaBIEHHOCTH (MPOGUIIb)
«Pa3paboTka nporpaMMHO-UH(DOPMALIMOHHBIX CHCTEM»



1. ]_le.]'ll/l H 3aJa4Y1 0CBOCHUA NUCHHUITIJIMHbI

dbopMupoBaHHE KOMIETEHIINI B 00JaCTH TEOPETUYECKIX OCHOB MH(OPMaLIMOHHON
0€30MacCHOCTH, OCHOBHBIX MTPUHIIUIIOB, METOOB U CPEJCTB 3aIIUThI HHPOPMAILIUH B
nporecce ee 00paboTKU, epejaun U XPaHEHHsI C UCIOJIb30BAaHUEM KOMITBIOTEPHBIX CPECTB
B UH(OPMALIMOHHBIX CHCTEMaX.

- 3HAKOMCTBO C COBPEMEHHBIMH YTPO3aMH CETEBOM O€3011acHOCTH;

- U3y4eHHE OCHOB MH)KEHEPHO-TEXHUYECKOM 3alIUThl HH(OPMAIINH;

- U3y4eHHE TEXHUYECKHUX CPEJICTB NOOBIBAaHUSA U 3AIIUTHI HHPOPMALIUY;

- U3y4eHHe KPUNTOrPaPHUECKUX CUCTEM.

2. Mecro nucuumiiuabl B ctpykrype OIIOITI BO

JluciumimHa OTHOCHTCS K TUCITUILIMHAM YacTH Y4eOHOTO TUIaHa
dhopMUpPYEeMOT0 YJaCTHHKaAMH 00pa30BaTEIbHBIX OTHOIECHUH 00pa30BaTeIbHON IPOTPAMMBI.
Heo6xoauMbIiMu yCITOBUSIMH 711 OCBOCHHS TUCIUIUIUHBI SIBIISTFOTCS:

3HaHHME METOJIOB 3aIIUTHI CETEBON UHPPACTPYKTYPHI;

YMCHHUEC OPraHrU30BbIBATH 3aIIUTY CCTCBOI'0 IICPUMETPA OpraHrU3alnu,
BJIaACTh METOAaMU KpI/IHTOI‘pa(i)I/II/I, KpuIlTOaHAJIN3a, MHCTPYMCHTAMU MOHUTOPUHIA

CeTH ¥ OOHAPYKECHUS aTakK.

Coz[epmaHHe JAUCHUIIIIMHEBI SABJIACTCA JIOTHYCCKUM ITPOAOJIKCHUEM

COACPIKaHUA NUCHUILINH:

OrnepalinOHHBIE CUCTEMBI
W HPOKOMMYHUKAITHOHHBIE CUCTEMBI M CETH

3. Pe3yabTaThbl 00y4eHHs MO JUCHUIIIHHE

Hpouecc HU3YUYCHUS NUCHUIIJIMHBI HAITPABJICH HaA (bOpMI/IpOBaHI/Ie CJICAYIOMIUX

KOMIIETEHIINN:

Tabmuma 3.1

Ko v HaumeHnoBaunue
KOMIIETEHIINU

Kox n HaumenoBanue
WHJIMKATOpa JOCTHKEHUS
xomnereHmu (MAK)

Kox u naumenosanue
pe3yibTaTa O0ydeHHUs Mo
NUCIUAILIINHE

[NIKC-3 Cnocoben
BBITTOJIHATH PaOOTHI TIO
00ecre4eHuno
(GbyHKIIMOHUpOBaHUS 0a3
JTAHHBIX 1 00€CTICUCHUIO UX
nH(OPMAIIMOHHOU
0€301MacHOCTH

[IKC-3.1 BoisiBnsieT yrpo3bl
0€301acCHOCTH TaHHBIX U
peliaer 3aa4y aAMUHU-
CTPUPOBAHUSI TAHHBIX.

3uathb (31) Yrpossl
Oe3omacHoCTH 0a3 JaHHBIX U
CHoco0bI UX MPETOTBPALICHMUS;

VYmets (V1) BoisBisite
yIrpo3bl 6€30MacHOCTH Ha
ypoBHE 0a3 TaHHBIX

Brnanets (B1)

HagBbikamu orpesiesieHust yrpos
0€30IaCHOCTH JaHHBIX U
crocodamMu ux
MPE0TBPALICHHS




ITKC-3 Crniocoben
BBIMOJIHATH PaOOTHI 11O
o0ecIeueHHn0
¢byHkunoHupoBanus 6a3
JAHHBIX M 00ECIICYCHHIO X
MH(POPMAIMOHHOM
0e3011aCHOCTH

IIKC-3.2 PaspabaTsiBaeT
MEpONPUATHS 10 obecre-
YEeHUI0 OE30MIaCHOCTH Ha
ypoBHE 0a3 JIaHHBIX.

3Hatb (32)

HHCcTpyMeHTBI 00ecieueHus
0e30ImacHOCTH 0a3 JaHHBIX U UX
BO3MOKHOCTH.

Ymers (V2)

Pa3pabarbiBaTh MEpONpUATHS
10 00eCTIeUYeHHIO
0e30macHOCTH Ha YpOBHE 0a3
JTAHHBIX

Baaners (B2)

HaBbikamu pa3paboTku
MEPOIPHATHIA 10 00CCIICUCHUIO
0e3omacHOCTH 0a3 JaHHBIX

[TKC-3.3 Bribupaet
OCHOBHEBIE CPEJICTBA
MOJIICPIKKH
MH(POPMAIIMOHHOM
0e30macHOCTH Ha YpOBHE 0a3
JAHHBIX.

3natsb (33) OcHOBHbBIE
cpenacTBa obecreyeHus
MH(OPMaLOHHON
Oe3omacHoCcTH 0a3 JaHHbIX

Ymers (Y 3) Beibupatsb
OCHOBHBIE CPEJICTBA
obecrnieueHus
MH(OPMaLOHHON
Oe3omacHOCTH 0a3 JaHHbIX

Bragers (B3)

HaBbixamu BBIOOpa OCHOBHBIX
CPE/ICTB MOICPIKKU
MH(POPMALMOHHOM
0e30macHOCTH Ha ypoBHE 0a3
JTAHHBIX

[TKC-8 Crocoben
OLCHUBATHh KAYCCTBO U
HaJEKHOCTh IIPOrPaMMHOIO
obecrnieueHrs, B TOM YHCIIe
MPOBEJICHUE TECTUPOBAHUS U
HCCIIeIOBaHHE PE3YJIbTATOB

[TKC-8 Crocoben
OLCHUBATHh KAYCCTBO U
HAJEXHOCTH IIPOrPaMMHOTIO
obecrnieueHrs, B TOM YHCIIe

ITKC-8.2 Pa3pabarsiBaet
TpeOOBaHMS K TECTUPOBAHUIO
[10.

3uaTth (34)

TpebGoBaHMs K TECTUPOBAHUIO
ITO B obnactu
nH(OPMaLIMOHHON
0e3onacHoOCTH

VYmets (V4)

Pa3pabartbiBaTh TpeOOBaHUS K
tectupoBanuto [10 B obnactu
nH(OPMaLIMOHHON




MPOBCACHUC TCCTUPOBAHUA U

LOOTATIADAIIIIA NADYIIIL TATAOD

0€30IaCHOCTH

[IKC-8 Crocoben
OIICHMBAThL KA4eCTBO U
HaJC)KHOCTH MPOrPAMMHOTO
obecreyeHst, B TOM YKCIIE
MIPOBEJICHUE TECTUPOBAHUS U
HCCIICIOBAaHUE PE3YJIbTaTOB

ITKC-8.2 Pa3pabarbsiBaer
TpeOOBaHUS K TECTUPOBAHHIO
0.

Bnaners (B4)

HaBbikamu pa3paboTku
TpeOOBaHUI K TECTUPOBAHHIO
ITO B obOmacTu
HH(pOpMaAITMOHHOM
0€30ITaCHOCTH




4. O0beM TUCIHHILIAHBI
OO0mas TpyA0eMKOCTh AUCITUIUTMHBI/ MOTYJISI COCTABJISET 4 3a4eTHBIX eauHuIl 144

aKaz. 4acCoB.
Tabnuua 4.1
AyYJUTOPHBIC 3aHATUS/KOHTAKTHas paboTa, Jac. CamocTos dopma
KonTpois, .
Kypc TeJIbHAS ac MIPOMEKYTOUHOU
Textmn ITpaxtuyeckue | JlabopaTopHble pabora, gac. : aTTeCcTaluu
3aHATHUS 3aHATUS
4 24 - 24 36 DK3aMeH
5. CTpykTypa u cogep:kaHue TUCHHILTHHBI
5.1. CtpykTypa AUCIUILINHBL.
AyIUTOpHBIE 3aHATHS,
qac. CPC, | Bcero, O11eHOYHBIE
CTpyKTypa AUCHUILTHHBI/MOTYJIS ac. ac. Kox UJIK cpescTBa
JL Ip. JIab.
1. BBenenue B MHPOPMAIIIOHHYIO
0€30MacHOCTb
Bonpocst
1.1 Beenenue B 1 3 4 8 [IKC-3.1 TIKC-3.2 Kogizziﬂgga'
MHPOPMAITMOHHYIO 0€30MTaCHOCTh IIKC-3.3 [IKC-8.2 .
1abopaTopHOI
paboTh
HUroro no pazzaerny 1 3 4 8
2. IlpaBoBoe obecnieueHne
nH(OpMAaIOHHON 0€30IaCHOCTH
Bomnpocst
2.1 TIpaBoBoe obecrieueHue 1 3 4 8 IIKC-3.1 TIKC-3.2 KOJ(I)HT(:::;HXSJ&
HHPOPMAITMOHHOH 6€30MaCHOCTH IIKC-3.3 [IKC-8.2 .
nabopaTopHOH
paboThI
Uroro no paszneny 1 3 4 8
3. Opranu3zanioHHOE
obecrieueHne nHGOPMALMOHHON
0€30MacHOCTH
Bompocer
?).6163112;1};?: ];I/III/-II((;:)}II)(I)\/?&HI/IOHHOﬁ 1 3 4 8 IIKC-3.1 IIKC-3.2 KOHOJIT?{I;iHr}IIcI;A N
IIKC-3.3 TIKC-8.2 .
0e301acHOCTH nabopaTopHOi
padoThl
HUroro no pazneny 1 3 4 8
4. TexHu4yeckue cpeacTna
obecnieyeHns: THQOPMAIIMOHHOM
6€30MacHOCTH
4.1 TexHUUYECKHE CPEACTBA 4 3 4 11 ITKC-3.1 [IKC-3.2 Bomnpocsl
obecneyeHnst THOOPMAIIMOHHOM ITKC-3.3 TIKC-8.2 KOJUIOKBUYMA,




OTueT 1o

0e301acHOCTH nabopaTopHO
padoThI
HUroro no pazaerny 11
5. O0uecucTeMHBIE OCHOBBI
3alUThl UHPOPMAIIHH U
nporecca ee 00paboTku B
BBIYHCIIUTEIbHBIX CHCTEMAx
Bonpocst
5.1 O61ecucTeMHbIE OCHOBBI KOILTOKBHYMA
3alMThl THPOPMAIK U 8 MKC-3.1 TIKC-3.2 Oruer gg[ ’
nporecca ee 00paboTku B IKC-3.3 TIKC-8.2 .
nabopaTopHOM
BBIYHCIIUTENbHBIX CHCTEMAx
paboThI
Htoro no paszeny 8
6. IlpenoTBpaiuenue
HECaHKIIMOHUPOBAHHOTO JIOCTYIA
K KOMIBIOTEPHBIM pecypcaM
3aIUTa IPOTPAMMHBIX CPE/ICTB
Bomnpocst
6.1 IlpenorBparenue KOIUIOKBIYMA
HECaHKLMOHUPOBAHHOTO J10CTYIa MKC-3.1 TIKC-3.2 yma,
12 Otuer o
K KOMITBIOTEPHBIM pecypcam u MIKC-3.3 TIKC-8.2 .
3aIlIUTa IPOTPAMMHBIX CPEJICTB nabopatoproii
paboTh
HUtoro no paszueny 12
7. 3ammra 0T KOMIBIOTEPHBIX
BHPYCOB
3amanus s
CaMOCTOSITEIIbH
7.1 3ammra OT KOMIBIOTEPHBIX 8 IIKC-3.1 [IKC-3.2 0if paboTsI
BHPYCOB IIKC-3.3 TIKC-8.2 Otuer o
nmabopaTtopHoOi
paboThI
HUTtoro no paszueny 8
8. Kpunrorpaguueckoe 3akpbiTue
nHdopmaru
Samanus s
CaMOCTOSITEIIbH
8.1 Kpunrorpaduueckoe 8 ITKC-3.1 TIKC-3.2 oii paboTh!
3aKpBITHE UHPOPMAIIH IIKC-3.3 TIKC-8.2 Otuer o
nabopaTopHOi
padoThl
HUroro no pazneny 8

9. YHHUYTOKCHHE OCTATOYHBIX
JAaHHBIX




9.1 YHUYTOXKEHHE OCTaTOUYHBIX
JAHHBIX

IMKC-3.1 TIKC-3.2
ITKC-3.3 TIKC-8.2

Bamanus s
CaMOCTOSITCIIBH
0if paboThI

Hroro no pazgeny

10. 3amura oT moTepu
WHPOPMALK U OTKa30B
IIPOTrPaMMHO-aIIapaTHBIX
CPEACTB

10.1 3amuTa OT oTepu
nH(MOPMALMHK U OTKa30B

ITKC-3.1 [IKC-3.2

3amanus s

CaMOCTOSITETbH
IIPOTrPaMMHO-aIIapaTHBIX IIKC-3.3 TIKC-8.2 M
0i1 paboThI
CPEe/CTB
HUroro mo pazneny
11. 3amura uaGOpMAIIMOHHO-
IPOrpaMMHOT0 o0ecreyeHus Ha
YPOBHE OIIEPAIIOHHBIX CHCTEM
3amura
“HPOPMALMOHH
o-
11.1 3amuTa naHGOPMATHOHHO-
por, al]\-/IHMHOI‘O (C)I)Gepcneltlleﬁnﬁ Ha IKC-3.1 TIKC-3.2 | nporpamwsioro
POTP IKC-3.3 IKC-8.2 | obecreuenns Ha
YPOBHE OIIEPAIIMOHHBIX CUCTEM
YpOBHE
OIePaIMOHHBIX
CHCTEM.

Uroro no pazneny

12. 3ammra nndopmanuu Ha
YPOBHE CHCTEM YIPaBIICHHS
0a3aMu JAHHBIX

12.1 3amura nHpOpMALIUH HA
YPOBHE CHCTEM YyIIPaBICHUS
0a3aMu JaHHBIX

ITKC-3.1 TIKC-3.2
ITIKC-3.3 [IKC-8.2

3agaHus A
CaMOCTOSITEIIbH
0l paboTHI

Uroro no pazneny

13. Cneuuduueckue
0COOCHHOCTH 3allUThI
MH(POPMALIUH B JIOKAIBHBIX U
FJ'[O63.J'[LHLIX KOMHB}OTCpHBIX
CeTAX

13.1 Cneuududeckue
0COOCHHOCTH 3alUThI
MH(OPMALNH B JIOKAIBHBIX U
rI00aTbHBIX KOMITBIOTEPHBIX
ceTsx

ITKC-3.1 TIKC-3.2
ITKC-3.3 TIKC-8.2

Samanus s
CaMOCTOSITCIIBH
0if paboThI




HUroro no pazneny 4 | | | 4 | 8 |

14. CoBpeMeHHBIE CPEACTBA
3amuThl nHGopmanuu ot HCJ

14.1 CoBpeMeHHbIe CpeiCTBa ) 6 g TIKC-3.1 [IKC-3.2 j;ﬂa?;‘fi;
3anmtel uHGopmaruu ot HCJJ MIKC-3.3 TIKC-8.2 | €AMocToATe
0i1 paboTsI
HUroro no pazzaerny 2 6 8
Ox3aMeH 36 ITKC-3.1 [IKC-3.2 Bomnpocs! k
36 |TKC-33TKC-8.2  |sksameny
Wroro no aucuumuivHe 24 24 60 144

5.2. ConepxaHue TUCIUTIINHBI.

1. BBenenue B nHpOpMAITMOHHYIO O€30MIaCHOCTD

1.1 Beegenue B uHGOpMALIMOHHYIO O€30MACHOCTh

[TonsiTe HanuoOHaNbHOW OE30MaCHOCTH: BUABI 0€30MACHOCTU: TOCYJapCTBEHHAs,
SKOHOMMYECKasi, OOILIECTBEHHAs, BOCHHAs, HKOJIOrHYecKas, WH(OOpPMALMOHHAS; POJIb U MECTO
cucreMbl obOecrieueHus: uMHpopmaunoHHoi Oe3onacHoctu (MB) B cucremMe HanuMoHaIbHON
6e3onacuoctu P®; nokrpuna Wb, uctopus mpobnemsr b, yrpossr Ub; meToas! u cpeactsa
obecrieuenuss UWb; MeTomonormueckue W TEXHOJOTUYECKHE OCHOBBI  KOMIUIEKCHOTO
obecrieuenuss Ub; monenu, crparermn u cucteMbl oOecriedenus Wb; MeTonsl ympaBieHHs,
opranuzanuu u obecrieueHus padot nmo odecneuennio Ub; obecnieuenne b B HOpManbHBIX U
Ype3BBIUANHBIX CHUTYalUsX; MpoOieMbl HH()OPMAIIMOHHON BOIHBI; NMPABOBbIE M HOPMATHBHEIC
akThl B obnmactu Ub.

2. IlpaBoBoe obecnieueHre HHPOPMAITUOHHOM 0€30MMaCHOCTH

2.1 IIpaBoBoe oOecnieueHre HH(HOPMAILIMOHHON 0€30MacHOCTH

3akoHonartenbcTBO PP B oOnactu MHPOPMALMOHHOM O€30MacHOCTH, 3aIIUTHI
rOCyJapCTBEHHOH TaiHbl M KOH(UAECHIHAIbHOW HMH(OpMAIMK; KOHCTUTYLMOHHBIE TapaHTHU
IpaB rpaXkJ1aH Ha MHPOPMALMIO U MEXAaHU3M HX pean3alliy; MOHATHE W BHJIbI 3alllUIIaeMOn
uHbopMallMd 1O 3aKoHojAaTeNbcTBY P®; 3ammra MHTEIUIEKTyaJlbHOM COOCTBEHHOCTH
CpeACTBaMH TAaTEHTHOIO M aBTOPCKOTO IpaBa; IpaBoBas perJiaMeHTalMs OXPaHHOU
JesITeTbHOCTH; MEX/TyHApPOAHOE 3aKOHOIaTeNILCTBO B 00JIACTH 3aLIUTHI HH(OPMALIHH.

3. OpraauzannoHHoe odecredeHne nHHOPMAITMOHHONW 0€30MaCHOCTH

3.1 OpranuzannoHHoe obecneueHne nHHOpMaIMOHHON 6€3011acCHOCTH

AHau3 U OIeHKa Yrpo3 MH()OPMAaLMOHHOW 0€30MacHOCTH OOBEKTa; OIEHKa yIepOa
BCJIEJICTBHE MPOTHUBOMPABHOIO PACKPHITHS MHPOPMAIIMN OTPAHUYEHHOTO JOCTYNa M MEphI MO
€T0 JIOKAJM3AINH; CPEACTBA K METO B! (PH3MUECKON 3alIUThl 00BEKTOB; CHCTEMbI CUTHAIIN3AIINH,
BHJICOHAOTIOZICHUS, KOHTPOJIS JOCTYIA; CIy»)0a 6€301macHOCTH 00BEKT ; MOA00P, pacCTaHOBKA U
pabora c Kaapamu; OpraHu3aiusi W OOECIeUeHHE pEeXHMa CEKPETHOCTH; OpTaHU3aIs
MPOIYCKHOTO ¥ BHYTPHOOBEKTOBOTO PEKMMA; OpPTaHU3AIUs PEKMMa W OXpaHbl OOBEKTOB B
mporecce TPAHCIOPTHUPOBKHM; 3aliuTa HHGOPMAIMH TPU aBapusiX, HHBIX OKCTPEMabHBIX
CUTyallUsX ¥ B YCIIOBHSIX UPE3BBIYAHHOTO MOJOXKESHHS, TEXHOIOTHYECKHE MEPHI TOIEPIKAHHS
nH(popMalMoOHHONH Oe30macHOCTH 00BEKTOB; olOecneueHrne HH(MOPMAIMOHHON 0e30MacHOCTH
oObekTa (yupexaeHus, OaHKa, NPOMBIIUICHHOTO NPEANPHUATHS) TPH OCYIIECCTBICHUU
MEXIYHApOAHOTO HAyYHO-TEXHHUUYECKOT0 ¥ 3KOHOMUYECKOT'O COTPYIHUYECTBA.

4. TexHUYECKHE CPEICTBA OOecIIeueHUsI MHPOPMATMOHHONW O€301TaCHOCTH




4.1 Texauueckue cpeacTBa odecreueHust HH(HOPMAIIMOHHON 06€30MacHOCTH

OO0me BONpOCH OpraHU3alMyd NPOTHBOACUCTBHUS TEXHUYECKOW pa3BeIKe; OCHOBHBIC
OpPraHU3aIOHHBIE W TEXHUYECKUE MEpPONPUATHS, HCIIOIb3yeMble s MPOTHBOICHCTBUS
TEXHUYECKOH pa3BelKe; METOABl M CpPEACTBA 3aAIIUTHl PEXKHUMHBIX OOBEKTOB OT YTEUKH
KOHOUICHIMATLHON HWH(POpPMAIMM 1O TEXHUYECKUM KaHajmaMm; (U3HYECKHE OCHOBBI
0o0pa3oBaHMs MOOOYHBIX AJIEKTPOMATHUTHBIX H3ITYYEHHUH OT TEXHHYECKHUX CPEJCTB; KaHAJbI
YTEUKH MHPOPMALIUU: JIEKTPOMArHUTHBIE, dJIEKTpUUecKre (IIPOBOJHBIE), BAOPOAKYCTUYECKHE;
3alIMTa TEXHUYECKUX CpPEACTB OT YTEYKH HWHPOpMAIMM 1O O3TUM KaHajaMm; HOPMBI
3¢ (GEKTUBHOCTH 3alIUTHI; POJIb U MECTO TEXHHYECKOTO KOHTPOIS 3()(HEKTHBHOCTH 3aIIUTHI
nHGOpPMALMY; HOPMBI, PYKOBOJSIIME IOKYMEHTHI IO OpPraHM3allMd W BEJCHHUIO KOHTPOJIS;
OpPTraHU3aIMOHHBIA U TEXHUYECKHH KOHTPOJIb, METOJbI KOHTPOJS; OCOOCHHOCTH KOHTPOJIS
O00BEKTOB B pa3iMyHbIX cdepax; anmapaTypa KOHTPOJS; B3aUMOJCHCTBHE KOHTPOJIBHBIX
OPTaHoOB C MMO/IPa3/ICICHUAMHU KOHTPOJIS Ha MECTAX; METOI0JIOIMYECKIE OCHOBBI aBTOMATHU3ALIUU
TEXHUYECKOTO KOHTPOJIS; OCHOBHBIE 33Ja4ll  TEXHWYECKOTO KOHTpOJS, Tpelyromue
ABTOMATH3MPOBAHHOTO PEIICHHMS.

5. OO6uecucTeMHbIe OCHOBBI 3alIUThl WHGOPMAlMU U Tpolecca ee 00padoTKH B
BBIYHUCIUTENBHBIX CUCTEMAaX

5.1 OO6mecucTeMHbIe OCHOBBI 3allUTHl WHGOpPMAIMU U Mpolecca ee oO0padoTKU B
BBIYHUCIUTENBHBIX CUCTEMAaX

CtpyKTypa ¥ IPUHIUIBI PYHKIHOHUPOBAHUSI COBPEMEHHBIX BBIYHCIUTEIBHBIX CHCTEM.
[Ipobnembr  obecrieueHuss Oe3omacHOCTH  OOpaOOTKM W XpaHeHHs HHpoOpManuu B
BBIUHUCIUTENBHBIX CHUCTeMaX. ba3oBble ATambl MOCTPOCHHUS CHUCTEMbl KOMILJIEKCHOM 3aIIUThI
BBIUHUCIUTENBHBIX CHCTEM. AHamM3 Mojenell Hapymwurtens. Yrpo3bl WHGOPMAIMOHHO-
MPOrpaMMHOMY OOECMEYEHHUIO BBIYMCIUTENBHBIX CUCTEM W HUX Kiaccudukanus. DyHKIun
CHCTEMBI 3aIlUTHI 10 MPEeIYNPEKICHUIO YIPOo3 U YCTPAHEHHUIO MOCIEACTBUI UX peanu3aluu.
Knaccudukanus cnoco6oB U CpeAcTB KOMIUIEKCHOW 3amuThl uHpopmauuu. Kiaccuduxanms
METOZIOB 3allluThl HMH(OpPMAIMM C UCIOJb30BAaHUEM MPOrpaMMHO-AIAPATHBIX CPEICTB
BBIYHUCITUTENHHON cucTeMbl. OpraHu3allMOHHAsl CTPYKTypa CHUCTEMbl KOMILJIEKCHOM 3aIlIUThI
MH(OPMALIMOHHO-TIPOIPaMMHOr0 oOecrieueHusl. YTpaBjieHHe cUcTeMod 3amuThl. DyHKIUU
Apa CHUCTEMbl KOMIUIEKCHOW 3aimuThl. MHOTOYpOBHEBasi CTPYKTypa CHUCTEMBI 3aIIMTHI Ha
OCHOBE TPOTPaMMHO-aNNapaTHBIX CPEACTB BBIYUCIUTEIBHON cucTeMbl. CTaHIapThI IO OLIEHKE
0€30MaCHOCTH  BBIYMCIUTEIBHBIX  CHCTEM. TpeOoBaHUS  PYKOBOISAIIMX  JOKYMEHTOB
IN'ocTexxomuccum.

6. IIpenoTBpaleHne HECAHKIIMOHUPOBAHHOIO JOCTYNA K KOMIBIOTEPHBIM pPecypcaM H
3alUTa NPOrPaMMHBIX CPEACTB

6.1 IIpenoTBpaleHre HECAHKIIMOHUPOBAHHOTO JTOCTYIIA K KOMIIBIOTEPHBIM pecypcaM U
3aIuTa MPOrPaMMHBIX CPE/ICTB

Nnentudukanus monb3oBareieil U yCTaHOBJIEHHWE MX MOJUIMHHOCTH MPH JOCTYyIE K
KOMITBbIOTEPHBIM pecypcaMm. OCHOBHBIE 3TaIlbl JOMYCKa K pecypcaM BHIYMCIUTEIbHONU CHCTEMBI.
Hcnonp3oBanue mpocrtoro naposid. Vcnonp3oBaHWe TUHAMHYECKH H3MEHSIOIIErOCs Mapois.
B3aumnas mpoBepka MOJIMHHOCTH WM JApyrue ciaydau omno3HaHus. CrocoObl pasrpaHUyeHUs
JIOCTyTNa K KOMIBIOTEPHBIM pecypcaM. Pasrpannyenue noctymna mno cnuckam. Mcrnonas3oBanue
MaTpULIbl YCTAHOBJIEHUS MOJHOMOYMH. [Ipou3BoIbHOE U NPHUHYAUTEIHHOE YIpPaBIIEHUE
JocTynoM. PasrpanndeHue J0CTyna M0 YpOBHSIM CEKPETHOCTH M Kareropusm. [loHsTre MeTok
0e30macHOCTH. YmpaBieHue MeTkamMu Oe3zomacHocTu. IlaponpHoe pasrpaHudeHue 1ocTyna u
KOMOMHUpOBaHHbIE  MeTOoAbl. OCOOEHHOCTM  NIPOTrpaMMHOM  peanu3allud  KOHTPOJIS
YCTQHOBJICHHBIX IOJIHOMOYMH. 3alyMTa MPOrpaMMHBIX CPEJICTB OT HECAHKIIMOHHMPOBAHHOIO
KOIIMpOBaHUsA, HUccienoBaHuss W Moaupukanuu. IlpuBsska mporpamMm K cpene
(GYHKIIMOHMPOBAHUS. 3alllUTa IPOrpaMM OT HECAaHKIIMOHUPOBAHHOT'O 3aITyCKa.

7. 3amuTa OT KOMIBIOTEPHBIX BUPYCOB



7.1 3ammra OT KOMIIBIOTEPHBIX BUPYCOB

Hcropuss mosBIEHHSI KOMIBIOTEPHBIX BHPYCOB M (DAKTOpPbI, BIMSIOIIME HA UX
pacnpoctpaHenue. [loHsaTue komnbloTepHOro BHUpyca. OCHOBHBIE 3Tallbl KM3HEHHOI'O LIMKJIA
BUpycoB. OOBEKTHl BHEAPEHUs, PEXHUMbI (DYHKIHOHUPOBAHUS M CIEUUANbHBIE (YHKIUU
BUpYcOB. CxeMbl 3apakeHust (aitoB. Cxembl 3apakeHHs 3arpy34iKkoB. CiocoObl MaCKUPOBKH,
ucrnoibp3yemble BUpycamu. Kiaccudukamus KOMOBIOTEpHBIX BHUpycoB. OOmias opraHu3aius
3aIIUATHl OT KOMIIBIOTEPHBIX BUPYCOB. TpPaH3UTHBIA U JMHAMUYECKUN PEKUMbl AHTUBUPYCHON
3ammThl. [IOMCK BHPYCOB MO CHTHaTypaM M 00e3BpeXHBaHHE OOHAPYKEHBIX BHPYCOB.
VYrinyOneHHbIi aHaJW3 Ha HAJIWYUE BHUPYCOB IIYTEM KOHTPOJS 3TaJOHHOIO COCTOSHUS
KOMIIBIOTEPHOM CHCTEMBI. 3allluTa OT JECTPYKTUBHBIX ACUCTBUH M Pa3MHOXKEHHS BHPYCOB.
Hcnonp3oBaHue  CpeACTB  ammaparHoro U mOporpammHoro  KoHTtposs.  Crparerus
3a0JIarOBPEMEHHON TOATOTOBKM K 3(P(GEKTUBHON JUKBUAALMU IOCICICTBUI BUPYCHOMH
snuAeMUU. TEeXHOIOrUsI rapaHTHPOBAHHOI'O BOCCTAHOBJIEHUE BBIYMCINTEIBHON CUCTEMBI 1OCIIE
3apaKeHUsI KOMIIbIOTEPHBIMU BUPYCaMHU.

8. Kpunrorpaguueckoe 3akpbiTre HHPOpPMALTUT

8.1 Kpunrorpaduueckoe 3akpbiTie HHOOpMAIUn

Beenenne B kpunrorpaduro. IlpencraBnenue 3amuniaeMoil HHGOpMaLMK; Yrpo3bl
O6e3omacHOCTH HMHGOpMAlMK; LEHHOCTb HH(GOpPMAllUK; OCHOBHBIE TEPMHMHBI W MOHATHUS
KpUNTOrpaguu; OTKPHITHIE COOOLICHUS U UX XaPAKTEPUCTUKU; MOAEIH OTKPBITHIX COOOLICHU;
UCTOPUYECKHI ouepk pa3BuTHs Kpunrorpaduu; Tumsl kpuntorpapuueckux cuctem. Ilpocteie
MeTOAbl MM(POBAHUA: UPPHI MOJCTAHOBKU U NEpecTaHOBKU. [10CTaHOBKU C MepeMEHHBIM
Ko3pduureHToM capura. MHorociuoineie mudpsl. Mcnoas3oBaHue MCEBAOCIyYaHHBIX YUCEI
JUIs  TeHepauuu Kiaouedl. BpiOop moposkparomero 4umciaa M MakCUMM3alMs  JUIMHBI
MOCJIeIOBATENbHOCTH 4Mcen Kitoya. Pexumsl mudpoBanus. OcoOEHHOCTH MIH(PPOBaHUS
JAHHBIX B pexume peanabHoro BpeMeHH. lludpoBanue kitoya mpu HEOOXOIUMOCTH €ro
XpaHeHHus ¢ 3alu(ppoBaHHBIMM  JTaHHBIMH. CKOpPOCTHBIE U  HEIETepMUHHPOBAHHBIE
nporpaMMHble I pbl. OCHOBBI CKOPOCTHOTO MIH(ppoBaHus. BHeceHne HeonpeaeneHHOCTEN B
npouecc Kpunrorpadpuyeckux mnpeoOpasoBanuil. Cranpaptsl mudpoBaHus. I[IpoToxosnbl
pacnpesiesieHuss KIo4el; MPOTOKOJIbl YCTAHOBJIEHUS MOJJIMHHOCTH; 3JEKTPOHHAs LHU(poBas
noanuck; OOmiast opranuzanus Kpunrorpaguueckoi 3amuTsl nHpopmanuu. Mcnons3oBanue
OOIIECHUCTEMHBIX U CHEIHATU3UPOBAHHBIX MTPOrPaMMHBIX CPEACTB AJis MmKppoBaHus (HaiaoB 1
paboThI ¢ CEKPETHBIMHU BHEIIHUMHU HOCUTEISIMU UHPOPMAIIH.

. YHUYTOKEHHE OCTaTOYHBIX JaHHBIX

9.1 YHHUUTOXEHUE OCTATOYHBIX TAHHBIX

Beenenne B mpoGiemy. Bunel ocrarounbix JaHHBIX. CrHocoObl  3aIUTBl  OT
HECAHKIIMOHMPOBAHHOTO  HCIIOJIb30BAaHUsI  OCcTaTOYHOM  uHpopmanuu. Mcnonbs3zoBaHue
CHELMATN3UPOBAHHBIX IIPOrpPaMM IO YHMUYTOXKEHHUIO OCTATOYHBIX JaHHbIX. CrenuanbHble
PEKUMBI U OCOOCHHOCTH IIM(PPOBAHUA JJTAHHBIX B PEKHME PEalbHOTO BPEMEHU ¢ BO3MOXKHOCTD
MIHOBEHHOTO YHUUTOKEHUS JTAHHBIX. Hcnonb3oBanue 0O0IIeCUCTEMHBIX U
CIEIMAIN3UPOBAHHBIX IPOTPAMMHBIX CPEICTB I MTHOBEHHOT'O YHUUTOXEHUS TaHHBIX.

10. 3amumra oT noTepu HHPOPMAIIUU U OTKA30B IPOrpaMMHO-AIaPaTHBIX CPEJICTB



10.1 3amura oT moTepu HHGOPMAIMH U OTKA30B IPOTPaMMHO-ANIAPATHBIX CPEACTB

OcHOBHBIE ~ CHOCOOBI ~ 3alIUTHl  OT TMOTepH HMHPOPMAUK W HAPYIICHHUH
paboTOCTIOCOOHOCTH ~ BBIYMCIUTENBHBIX ~ CPEACTB.  BHeceHne — (QyHKUMOHAIBHOH |
nHbopMaMOHHON n30bITouHOCTH. CrocoObl  pe3epBupoBaHuu uHpopmanmu. IlpaBuia
OOHOBJICHHS PE3EPBHBIX HaHHBIX. Meronsl cxartusg wuHpopMmanuu. ApxuBanus (GaiaoBbIX
naHHbIX. OCOOEHHOCTH apXHMBallMK Ha MarHUTHBIE IMCKU U MAarHUTHYIO JIeHTy. Pe3epBupoBanue
CHCTEMHBIX JaHHBIX. [lOoAroTOBKa MPOrpaMMHBIX CpEACTB BOCCTaHOBIEHHsS. bezomacHas
MHCTAJUIALUS IPOTPaMMHBIX cpecTB. OOIIMe CBeCHNs 0 HAPYIICHUU AOCTya K AUCKOBOM U
ONEPAaTUBHOM MaMATH. TEXHOJIOrMS BOCCTAHOBJICHMS JHMCKOBOM M ONEPATHMBHOM IIaMSATH.
JIMarHOCTHPOBAHUE U YCTPaHEHHE JIOTHYECKUX U (PU3NYECKHX Ie(PEKTOB MAarHUTHBIX TUCKOB.
BoccranoBneHnne pa3MeTKH JAMCKETBI M KOpHEBOro kataimora. OTMeHa pe3ylbTaToB
(dbopMaTUpOBaHUS U BOCCTAHOBJICHHE IMOBPEXKICHHBIX (aillloB MaHHBIX. 3amuTa (aiaoB oOT
yOaJIeHUusT W BOCCTAaHOBJCHHE yJaleHHBIX (aiijoB. bezomacHoe KdMIMpOBaHHE U
nedparMeHTanus IMCKOBOM MaMsATH. BOCCTaHOBIEHWE W ONTHMHU3AILUS ONEPATUBHON MaMATH
KOMIIbIOTEpa. PydHOe BOCCTaHOBJIECHHWE JaHHBIX. be3omacHoe OKOHYaHWE paboThl Ha
KOMIIBIOTEpE.

11. 3amuTa nHPOPMAITMOHHO-TIPOTPAMMHOTO 00ECTICYeHHS Ha YPOBHE
OTIEPALIMOHHBIX CHCTEM

11.1 3amura nHGOPMAITIOHHO-TIPOTPAMMHOTO 00ECTICUeHHsI Ha YPOBHE
OTIEPALIMOHHBIX CHCTEM

OOmme cBemeHWs O  peaIM3alud  3alIUThl  MH(POPMALMOHHO-TIPOTPAMMHOTO
oOecrieyeHrs B OMeEpalMoOHHBIX cucTemMax. Knmaccupukanus QyHKIHMA 3alIUTHI O YPOBHIM
0e30macHOCTH, MOJAEep)KUBaeMbIX oneparuonHoi cucremoit (OC). fAnpo Ge3zomacHoctn OC.
AnmapatHas ocHOBa peaynm3anuu 3amuTbl Ha ypoBHe OC. CraHmapThl MO OIIEHKE YpPOBHS
6e3onacHoctu OC. BHecenne QpyHKIIMOHAIBHON U HH()OPMALIMOHHONW M30BITOYHOCTH PECYPCOB
Ha ypoBHe OC. OcHoBbl HanexHoro agmuHuctpupoBanust OC. Vcnonb3dyemble CHOCOObI
pasrpaHHueHHsT JOCTyNa K KOMITBIOTEPHBIM pecypcaM, a TakKe CIY)KObl PEerHcTpanud |
curHanu3anuu. Cpeacrsa OC no [uarHOCTUPOBAHUIO U JIOKAJTU3aLUN HECAHKIIMOHUPOBAHHOTO
noctymna k pecypcam BC. besomnacubie (aiinosie cuctembl coBpementsix OC (HPFS, NTFS).
IMoacuctemsr Gesomacuoctu coBpemenubix OC (Windows 95, Windows NT, UNIX), wux
HE/I0CTAaTKU U OCHOBHBIE HANPaBJIEHUS COBEPIICHCTBOBAHUS.

12. 3amura nHopMaluy Ha YpOBHE CUCTEM YIIpaBJIeHUs Oa3aMu TaHHBIX

12.1 3amuTa nHPOpPMAIMK HA YPOBHE CUCTEM YIpaBiIeHUs 0a3aMu JaHHBIX

KonnentyanbHble BOIIPOCH! OCTPOEHUSI YPOBHEHN 3aIIUTHI CUCTEM YyIIpaBJiIeHUs 0a3aMu
nanHblx (CYBJl). OcHoBHble TpeGoBanusi k mnojacucteme OezomacHoct CYBJ[. OO6mue
CBEICHMSI O pasrpaHMuYEHUU JocTyna K 0a3am naHHbIX. OOS3aHHOCTH aJMHHHCTpaTOpa Io
3amuTe 0a3 JaHHBIX OT HECAaHKIMOHHMPOBAHHOTO jocTyma. OmnpeneiaeHre MOJTHOMOYUN
MoJib30BaTesel mo AocTynmy K Oa3e naHHBIX. lcnonbp3oBaHue MaTpuibl MOJTHOMOYMN ISt
pasrpaHdyeHus] JOocTyla K d3JeMeHTaM 0a3 JaHHbIX. MaHJaTHas cucTeMa pa3TrpaHUyYeHust
JOCTYyTIA. 3aluTa JaHHBIX MPU CTATUCTHYECKON oOpaboTke. OOmiee MOHATHE O METOCTHOCTH
0a3pl TaHHBIX. TUNBl OMIMOOK, BEIYIIUX K HAPYLIIEHUIO IEJIOCTHOCTH. 3aJaHhe OTrpaHUYeHUil
1enoCcTHOCTU. TpaH3zakumst U ee cBoicTBa. BoccranoBimenue 6a3bl maHHBIX. OCOOEHHOCTH
BOCCTAHOBJICHHSI paclpe/ielieHHON 0a3bl JaHHBIX. [IpoOirema HENpPOTUBOPEUMBOCTH TPHU
napajuienbHo  00paboTke jgaHHbIX. Mcmonb3oBaHue OJOKMpPOBAHMS sl YIPaBICHUS
napajuieIbHON 00paboTKkoN. MeTos HEe3aBUCHMOTO BBHITIOJIHCHHSI TpaH3aKIUH. YIpaBiieHUE
napajulebHBIMM TPAaH3aKIMSIMM Ha OCHOBE BPEMEHHBIX M BEPCHOHHBIX OTMETOK. MeTof
oOHapyKeHHs MPOTUBOPEUMBBIX 3allMCel )KypHaa perucTpaunu. MeTo UCIoIb30BaHuUs TECTA
NMpaBWIBHOCTU. Pa3zpemienne TynukoBbiX curyauuil. MHCTpymMeHTansHble cpeactBa CYB]I mo
00€eCIIEUEHNIO LIETOCTHOCTH 0a3 JaHHBIX.

13. Cniennduyeckue 0COOCHHOCTH 3aIUTHI HHGOPMAIIMH B JIOKAJIBHBIX U TJ100aJTbHBIX
KOMITBIOTEPHBIX CETSIX



13.1 Crnenuduueckue 0coOEHHOCTH 3aIIUTHI MHOOPMAIMH B JIOKAIBHBIX U IJI00aTbHBIX
KOMIIBIOTEPHBIX CETAX

AHaIM3 CTPYKTYpHl M TPUHIMIOB (YHKIMOHUPOBAHUS BBIYMCIUTEIBHBIX CETEH C
No3UIMK  o0ecrieyeHnss HMHPOPMALMOHHONW  0e30MmacHOCTH. YTpo3bl  HH(GOPMAIMOHHO-
MPOrPaMMHOMY OOECIICYCHHIO, XapaKTEpHBbIE TOJBKO JUIS paclpeleleHHONW BBIUYMCINTEILHON
cpenbl. Mcnonp3oBaHue KPUNTOTPAPUUECKUX CUCTEM IS 3alUTHI JAaHHBIX, HIUPKYIUPYIOLINX B
BBIUHUCIUTENBHON ceTu. OCOOEHHOCTH NMPUMEHEHMSI CUMMETPUUYECKUX U ACUMMETPUYECKUX
cucreM mudpoBaHud. Pacmpenenenue KiIo4Yed MEXIy y3JlaMH BBIYHCIUTEIBHOH CETH.
BripaboTka cekpernbix kitoueit o Juddu-Xennmmany. Pacnpenenenue ximroueil ¢ mMoMoIIbo
aCUMMETPUYECKHX cucTeM InppoBanus. BzanMHoe moaTBep K IeHHE TIOUIMHHOCTH ITPU OOMEHe
cooOmieHussiMu B ceT. llopnepaHue LEIOCTHOCTH LUPKYIUPYIOIIUX B CETH COOOICHHM.
®opmupoBaHUE U MPOBEpKa MUPPOBON MOANKUCH. 3alIUTa OT OTPHIAHUS (PAKTOB OTHPABKU U
nmpremMa cooOIIeHnid. 3ammra oT HaOIIOACHHS 32 MOTOKOM COOOmeHui (Tpadukom) B CETH.
3ammra B Internet u Intranet. VMcnonbs3oBaHne MeXCETEBBIX SKpaHOB (OpaHIMay’poB) IUis
3alIUThl MHPOPMAIMY B JIOKAJTBHBIX BBIUMCIUTEIBHBIX CETSAX. THUIBI MEKCETEBBIX IKPAaHOB, UX
JIOCTOMHCTBA U HexocTtaTku. OrpaHuyeHue 1ocTyna U3 JOKaJlpHOU cetu B Internet ¢ momoruisio
proxy-cepsepoB. bezonacnocts JAV A-nipusnosxeHuid.

14. CoBpemenHsle cpecTBa 3amuThl HHPopmanuu ot HCJJ

14.1 CoBpemennsle cpeacTBa 3amuthl uHGopmarmu oT HCJI

MeToabl ¥ CpecTBa OrpaHUYEHUs JOCTyNa K KOMITIOHEHTaM DBM, Ha/1e:)KHOCTh CpencTB
3alUThl KOMIIOHEHT, METOAbl M CpPEJACTBAa MPUBSI3KH MPOTPAMMHOIO oOOecreueHus: K
anmnapaTHOMY OKpPY)XCHHIO M (PU3MYECKHMM HOCHUTENSIM; METOAbl W CPEICTBAa XpaHEHUS
KIIFOUeBOM HMH(pOpMAINKM, THUIOBbIE PEIICHHs B OpPraHM3allMH KJIIOYEBBIX CHCTEM; 3allluTa
MPOrpaMM OT U3YYEHHs, CIOCOOBI BCTPaUBAHUS CPEACTB 3aIIUTHI B IPOTPAMMHOE 00eCIIeYeHHUE;
3alUTa OT pa3pyllaliuX OporpaMMHbix BoznedcTBuil (PIIB), monsTHe wu30maMpoBaHHON
MIPOrpaMMHOM CpeJibl, 3alMTa IPOrPAMM OT U3MEHEHHUSI U KOHTPOJb LEIOCTHOCTH; CUCTEMHBIE
BOIPOCHI 3aIUTHI MPOTPAMM U JIAHHBIX, OCHOBHBIE KaTerOPUU TPEeOOBaHHI K MPOrpaMMHON U
MPOrpaMMHO-AIIapaTHON peaan3aluu CpeaCcTB odecrieueHus: HHHOPMAIIMOHHON 6€30MacCHOCTH;
MpOrpaMMHO-aIapaTHbIe CpecTBa obecrnedeHns: nHHOPMAIIMOHHON 0€30MaCHOCTH B THIIOBBIX
OTIEpaI[MOHHBIX CUCTEMAaX, CUCTEMaX YIpaBJIeHUs Oa3aMU TaHHBIX, BBIYUCIUTEIbHBIX CETAX.

5.2.2. ConeprkaHue TUCIMIUIMHBI IO BUAAM YYEOHBIX 3aHSITHI.
JlekiMOHHBbIE 3AHATHS

Homep pa3nena QUCIHTUTUHEL O0bem, gac. TeMma JeKIUOHHOTO 3aHATHS

1. Benenue B muHGOpPMAIIMOHHYIO 0€3011acHOCTh 1 Brenerue B undopmanmonnyio
0€30MacCHOCTb.

2. IlpaBoBoe obecnieueHne nHGOPMAMOHHON 1 IIpaBoBoe obecrneueHre HHGOPMATMOHHOMH

0€30MacHOCTH 0€30MaCHOCTH.

3. OpranuzanuoHHoe o0ecreyeHue 1 OpraHu3zaiioHHoe obecreueHne

MHPOPMAIMOHHOH 0€3011acHOCTH “HGOPMALMOHHON 0€30MacHOCTH.

4. TexHu4yeckue CpeACTBa 00eCIeIeHNS 4 Texunueckue cpeacTBa odecrnedeHus

nH(opMaoHHON 6€300aCHOCTH MH(OPMAIIMOHHON 6€30I1aCHOCTH.

5. O0uiecucTeMHBIE OCHOBBI 3AIUTHI HHPOPMAIIUU OO1ecucTeMHbIe OCHOBBI 3aLIATHI

U rpolecca ee 00pabOTKH B BEIUUCIUTENbHBIX 1 nHdopManuy U npouecca ee 00paboTKU B

cucreMax BBIYMCIIUTEIbHBIX CUCTEMAX.

6. IIpenoTBpaleHe HeCAaHKIMOHUPOBAHHOTO IIpenoTBpallieHHe HECAHKIIMOHUPOBAHHOTO

JOCTyTa K KOMIIBIOTEPHBIM pecypcaM U 3aIluTa 3 JOCTYyTIa K KOMIIBIOTEPHBIM pecypcam U

IIPOTrPaMMHBIX CPEICTB 3aIIUTa IPOTPAMMHBIX CPE/ICTB.

7. 3amuTa OT KOMITBIOTEPHBIX BUPYCOB 1 3amuTa OT KOMIBIOTEPHBIX BUPYCOB.

8. Kpunrorpagpudeckoe 3akpbITre HHHOPMAHN 1 Kpunrorpaguueckoe saxpuiie
nHpOpPMALIUH.

9. YHUYTOXEHUE OCTATOYHBIX JAHHBIX 2 YHHAYTOXKEHHE OCTaTOYHBIX JAHHBIX.




10. 3amuTa oT OTEpU HHPOPMAITUH U OTKA30B

3amuTa OT noTepu HHGOPMAIMK U OTKA30B

1
IIPOrpaMMHO-AMNIAPATHBIX CPEACTB IIPOrpaMMHO-AIIIAPATHBIX CPECTB.
3amumTa HHHOPMAIIMOHHO-TIPOrPAMMHOTO
11. 3amura nHGOPMAIIMOHHO-TTPOTPAMMHOTO » bop porp
1 obecrieyeHusl Ha YPOBHE OMEPAMOHHBIX
obecrieyeHns Ha YPOBHE OINEPAMOHHBIX CUCTEM
CHCTEM.
12. 3amura uadopMaly Ha ypOBHE CUCTEM 1 3amura nHGOpMAIMK Ha YPOBHE CUCTEM
ynpasieHust 6a3aMu JaHHBIX yIpaBjeHus 0a3aMy TaHHBIX.
13. Cneuuduyeckre 0COOEHHOCTH 3aIIUThI Crnenuduyeckue 0COOEHHOCTH 3aIUThI
MHPOPMALUH B JIOKAJIBHBIX U III00ATBHBIX 4 “HPOPMALIUH B JIOKAJIBHBIX U II100aJIbHBIX
KOMITBIOTEPHBIX CETSIX KOMITBIOTEPHBIX CETSIX.
14. CoBpeMeHHbIE Cpe/IcTBa 3aIIUThl HH(OpMALIUU 2 CoBpeMeHHbIe CPEeICTBA 3aIIUTHI
or HCJ{ unpopmaruu ot HCJI.
Utoro 24
HpaKaneCRue 3aHATUA
Howmep paspena nuciumninHel O0newm, yac. Tema npakTU4ECKOro 3aHATUS
Uroro 0
JlaGopaTopHble padoThl
Howmep paszena AUCHUITITHHBL O0newm, vac. HaumenoBanue nabopatopHoi paboThI
1. BBenenue B HHPOPMAITHOHHYIO 0€30MaCHOCTh 3 VYnpasnenue 6€30MaCHOCTBIO CETH.
2. IIpaBoBoe obecneueHre MHOOPMAIIMOHHOM 3 Obecnieuenne 0€30MaCHOCTH CETEBBIX
0€30MacHOCTH YCTPOHUCTB.
3. Opranu3zaiioHHOE 0OecIeYeHHe
. 3 AyteHTH(UKaLUS, aBTOPU3ALUS U yUeT.
nH(OpMaOHHON 6€30MaCHOCTH
4. Texuuyeckue CpeiCTBa 00eCIeUeHNs 3 Buenpenue TexHonoruil MexxceTeBoro
nH(pOpMAOHHON 0€30MaCHOCTH JKpaHa.
5. OO1ecucTeMHbIE OCHOBBI 3aIIUTH HHPOPMALIUH .
H o bopman OobecrnieueHne 6€30MaCHOCTH JOKATBHOM
U mpoliecca ee 00padOTKH B BEIYUCIUTEIBHBIX 3 cern
CHCTEMAX )
6. [IpenoTBpamnieHre HeCAaHKIIMOHUPOBAHHOTO .
P patl P AHanu3 cnoco0oB HapyIIeHHH
JOCTyTa K KOMIIBIOTEPHBIM pecypcaM U 3allinuTa 3 .
UH(OPMAIIMOHHON 0€30I1aCHOCTH
MIPOTPaMMHBIX CPEICTB
OCHOBHbIe TCXHOJIOI'MU MTOCTPOCHUSA
7. 3ammra 0T KOMIBIOTEPHBIX BUPYCOB 3
3alIUIICHHBIX CUCTEM.
8. Kpunrorpadguueckoe 3akpeiTie HHHOPMALIUU 3 Mertoab! kpunrorpadum.
CamocTosiTe/ibHasi padoTa CTy/IeHTa
Homep pasnena aucuumniavHel O0bem, gac. Tema Bug CPC




1. Beenenue B uHGOpPMALHOHHYIO O€30IaCHOCTD

MeTo0JIOTHYECKHE U
TEXHOJOTHYECKHE
OCHOBBI KOMIUIEKCHOT'O
ob6ecneuenns Ub;
MOJICJIH, CTPATETHH U
CHUCTEMBI 00CeCIIeYCHHUS
Ub; meToant
yIIpaBJeHHUS,
OpraHu3anuy U
obecnieueHust paboT o
obecneuennro UBb;
obecneuenue 1B B
HOpMAaJTbHBIX U
Ype3BBIYAITHBIX
CHUTYAIHAX; TPOOIEMBI
UH(OPMAIIMOHHON
BOWHBI;, PABOBBIE U
HOpPMATHBHbBIEC aKThI B
obmactu Ub.

2. IIpaBoBoe obecnieucHre HHHOPMAIIMOHHOM
0€30MacHOCTH

3ammra
UHTEIUIEKTYaTbHOM
COOCTBEHHOCTH
CpenCTBaMu
NaTeHTHOTO U
ABTOPCKOTO MPaBa;
IpaBoOBast
periiaMeHTaIus
OXpaHHOM
JIeATETbHOCTH;
MEXTyHAPOIHOES
3aKOHOATENILCTBO B
00JIacTH 3aIIUThI
uHpOpPMALIHH.

3. OpranuszanuoHHoe o0ecreyeHue
nH(MOPMAITMOHHOM 6€30IacHOCTH

3amuTa nHOpMaIUU
IIPU aBapHsIX, MHBIX
9KCTPEMATIbHBIX
CHUTYaIHsX U B
YCIOBHSX
Ype3BBIYANHOTO
TIOJIOXKEHUS;
TEXHOJIOTHYECKHE
MEPHI TTOAEPKAHKS
“HPOPMALMOHHON
6e3onacHoCTH
00BEKTOB;
obecrieueHue
UH(OPMAIIMOHHO
0e3omacHOCTH 00BEKTA
(yupexxnenusi, 6aHka,
MIPOMBILIICHHOTO
MIPEATIPUSTAS) TIPH
OCYIIECTBICHUH
MEXKIYHAPOIHOTO
HAYYHO-TEXHHUYECKOTO
U 9KOHOMHYECKOTO
COTPYAHUYECTBA.




4. TexHu4YecKHe cpeicTBa 00eCeUeHHS
MHPOPMALMOHHOH 0€30MacHOCTH

MeTo10IoTHYEeCKUEe
OCHOBBI
ABTOMATH3AIUH
TEXHHYECKOTO
KOHTPOJISI; OCHOBHBIC
3a71a41 TEXHHYECKOTO
KOHTPOJIs1, TpeOyroue
ABTOMAaTH3UPOBAHHOTO
peLIeHHSI.

5. O06uiecucTeMHBIE OCHOBBI 3aIIUThI HH(OPMAIUU
U npoliecca ee 00pabOTKH B BEIYUCIUTEIbHBIX
cHcTeMax

OyHKIMH Aapa
CHCTEMBI KOMIIJIEKCHOM
3aIUTHI.
MmuoroypoBHeBas
CTPYKTypa CHCTEMBI
3aI[UTH HA OCHOBE
IpOrpaMMHO-
anmnapaTHbIX CPeJCTB
BBIYHCIIUTENILHOM
cucteMsl. CTaHIapThI
TI0 OIICHKE
0e30MacHOCTH
BBIYHCITHTENBHBIX
cucrem. TpeboBanus
PYKOBOISIIUX
JOKyMEHTOB
I'ocrexxoMuccuu.

6. HpeI[OTBpaH.[eHI/IC HECAHKIIMOHUPOBAHHOI'O
JA0CTYyINa K KOMIBIOTEPHBIM peCypCaM U 3alliuTa
nporpaMMHBIX CPEACTB

3amuTa mporpaMMHBIX
CpPEZICTB OT
HECAHKIIMOHUPOBAHHOT
0 KOIIMPOBaHMUs,
UCCIIEA0BAHUS U
MOIU(pUKALUH.
IIpuss3ka mporpamMm k
cpene
(YHKIIMOHUPOBAHHSI.
3amyra nporpamm oT
HECAaHKLIIMOHUPOBAHHOT
0 3aITycKa.

7. 3amuTa OT KOMIIBIOTEPHBIX BUPYCOB

Crpaterus
3a0IaroBpeMeHHOM
MTOJITOTOBKH K

3¢ GeKTUBHOM
JMKBHIAIIMN
MOCNENCTBUM
BUPYCHOM 3MMJEMHUHU.
TexHosorns
rapaHTUPOBAHHOTO
BOCCTaHOBJICHUE
BBIYUCIIUTEIbHOM
CHCTEMBI T10CIIe
3apakeHus
KOMITBIOTEPHBIMHU
BHUPYCaMH.

8. Kpunrorpaguueckoe 3akpbiTie HHHOPMALIUU

Pexxumbr mudpoBaHms.
OcobOeHHOCTH
mr(poBaHKs JAHHBIX B
peXuMe peanbHOro
BpPEMECHHU.




9. YHUYTOKEHHE OCTATOUHBIX JAHHBIX

Hcnonb3oBanue
00IIECHCTEMHBIX K
CIECIHATN3UPOBAHHBIX
MIPOTrPaMMHBIX CPEJICTB
III1 MTHOBEHHOTO
YHUUTOXKCHHS TAaHHBIX.

10. 3amuTa oT noTepu UHGOPMAIUU U OTKA30B
IpOrpaMMHO-aINapaTHBIX CPEACTB

TexHomorus
BOCCTaHOBJICHUS
JIMCKOBOM U
OIIEPaTUBHOM MTAMSITH.
JIMarHoCTUPOBaHKE U
ycTpaHeHHe
JIOTHYECKHX U
¢usnueckux aeheKkToB
MAarHUTHEIX JHUCKOB.
Boccranosnenue
Pa3METKH AUCKETHI 1
KOPHEBOT'O KaTajora

11. 3amnura nHGOPMAIIMOHHO-TTPOTPAMMHOTO
obecrieyeHns Ha YPOBHE OIEPAIMOHHBIX CUCTEM

ArmnmapartHasi OCHOBa
pean3aIyy 3anuThl
Ha ypoBae OC.
CraHOapThI TTO OIICHKE
YpOBHS 0€30I1aCHOCTH
OC. Buecenue
(GYHKIMOHAIBHOI U
UHPOPMAITHOHHOM
N30BITOYHOCTH
pecypcoB Ha ypoBHE
OC.

12. 3amura nadopmMaluy Ha ypoBHE CUCTEM
ynpaJieHHs 0a3aMu TaHHBIX

Merton He3aBUCUMOTO
BBIITOJIHEHUS
TpaH3aKUUN.
YnpagneHue
napasuieIbHBIMU
TpaH3aKUUSAMH Ha
OCHOBE BPEMEHHBIX U
BEPCHUOHHBIX OTMETOK.
Merton oOHapyKeHHUS
MIPOTUBOPEUYMBBIX
3anucel )KypHaia
peructpammu. Merog
HCTIOJIb30BaHMS TeCTa
NPaBUILHOCTH.
Paspemenue
TYNUKOBBIX CUTYalHi.
WHucTpymeHTanbHbIe
cpenctBa CYB]] mo
obecrnedeHunto
ieJIOCTHOCTH a3
JTAHHBIX.

13. Cneuudrueckre 0COOCHHOCTH 3aIUTHI
“H(GOPMAIIUH B JIOKATBHBIX U TI00ATEHBIX
KOMITBIOTEPHBIX CETIX

3amura B Internet u
Intranet.




14. CoBpeMeHHBIE CPEACTBA 3aIUThl HHOPMALUU
or HCJ{

IonsTHe
M30JIMPOBAHHOMN
MPOTPAMMHOM CPE/IbL,
3aIUTa POrPaMM OT
WU3MEHEHUS U KOHTPOJIb
LEJIOCTHOCTH;
CHCTEMHBIE BOIIPOCHI
3aIIUTHI IPOTPaMM H
JTAaHHBIX, OCHOBHBIE
KaTeropuu TpeOoBaHU
K IPOTPaMMHOH H
MpOrpamMMHO-
anmnapaTHOU
peann3anuu CpeacTs
obecrieyeHust
HHPOPMAIHOHHOH
06€30I1aCHOCTH;
MpOrpamMMHO-
anrmaparHble CpeJICTBa
obecrieyeHus
HHPOPMAIHOHHOH
0e30MmacHOCTH B
THUITOBBIX
OTIepaiOHHBIX
cucTeMax, cucTeMax
yrpasieHus 6azamMu
JTAHHBIX,
BBIYHCIIUTEIBEHBIX
CeTsIX.

Hroro

60

5.2.3. IlpenonaBanre AMCUUIIIIMHBI BEAETCS C IPUMEHEHUEM CIIETYIOIINX

BUJIOB 00pa30BaTEIbHBIX TEXHOJIOTHH:

- JIeKims —0ece1a v JCKIHs -BU3yaau3aliis yueOHoro marepuana B PowerPoint

B JIMAJIOTOBOM PEKUME (JICKIIMOHHBIC 3aHSATHSA);

- paboTa B MaJIbIX TpyIIax (JabopaTopHbIE 3aHATHS);
- HHOUBUAYaIbHbIE 3aJaHUs 110 BapHaHTaM (J1abopaTOpHbIE 3aHATHUS).

6. TemaTuka KypcoBbIX padoT/POEeKTOB

HE MPEAYCMOTPEHO

7. KoHTpOJIbHBIE Pa00THI

HE MPEAYCMOTPEHO

8. Ouenka pe3yJbTaToOB 0CBOEHM S JUCUUIJIMHbI

8.1. Kpurepun o1ieHUBaHUS CTEIIEHU MOJIHOTHI U KAYECTBA OCBOCHUSI KOMIIETECHIINI B
COOTBETCTBHH C MNIAHUPYEMBIMH pe3yJIbTaTaMu 00y4deHus npuBeaeHsl B [Ipmioxenun 1.

8.2. PeitnHTOBas cricTeMa OIEHUBAHUS CTEIIEHN MOTHOTHI M KAYeCTBA OCBOCHHS
KOMITETCHIINI 00yJaroImuXxcs MPeACTaBICHA HIDKE.

Howmep cemectpa 8

Ta0mumna 8.1

Ne n/n Buzbl MeponpusTHii B paMKax TEKYLIEro KOHTPOJLL Konnuectso 0aios

1 Texymast arTecTanus

1 3amuTa 1a00paTOPHBIX PaboT

20




2 Komnoksuym 10
HUroro: 30
2 TeKymiasi aTTeCTaus

1 3amura 1a00paTOpPHBIX padoT 20

2 KomnokBuym 10

3 3ammra OT4ETOB 0 CAMOCTOATENILHBIM paboTam 40
HUroro: 70

BCEI'O: 100

9. YuebHo-MeTOoAMYecKOEe U MH(OPMAIIMOHHOE o0ecriedeHne TUCIUNIHHbI

9.1. [lepeuenp peKOMEHyeMO JINTEpaTyphl peacTasiieH B [Ipunoxxenun 2.

9.2. CoBpemeHHbIe ITpohecCHOHAIbHbIE 0a3bl TaHHBIX U MH()OPMaILMOHHbIE
CIIPAaBOYHBIE CHCTEMBI

— DJIeKTpOHHBIN Katajor/DnekrponHas oubnmuoreka TUY http://webirbis.tsogu.ru/;

— Ludposoit obpazoBatenbHbI pecypc — Oubnuoreunas cucrema IPR SMART —
https://www.iprbookshop.ru/;

— DJEeKTpOHHO-0MOIMOTEeYHAs cucTema «KoHcynpTaHT CTYACHTa»
www.studentlibrary.ru;

— DnekTpoHHO-OubaroTeunas cucrema «JIAHby https://e.lanbook.com;

— O6pazoparenbHas mwiarhpopma FOPANUT www.urait.ru;

— Hayunas anekrponnas 6udnnoreka ELIBRARY.RU http://www.elibrary.ru;

— bubnunorexu HepTaHBIX By30B Poccuu:

e DiekTpoHHas HedTerazonas Oudbauorexa PI'Y Hedru u raza um. I'yOkuna
http://elib.gubkin.ru/;

e DjexkTpoHHas Oubimorexka Y(PHUMCKOro rocyapCTBEHHOro He(TSHOTO
TeXHHYECKoro yHuBepcutera http://bibl.rusoil.net/;

e  bubanoTeyHo-uHPOPMAIIMOHHBIHI KOMILJIEKC YXTHUHCKOTO
rOCy/IapCTBEHHOI'O0 TEXHUYECKOT0 yHuBepcutera YI'TVY
http:/lib.ugtu.net/books;

—  DnexkTpoHHas CIpaBOYHAsl CUCTEMAaHOPMAaTUBHO-TEXHUYECKOM JOKYMEHTAIUH

«TexHopMaTHBY;

OKBCOH — nndopmanmonHas cucrema JoCTyla K 3JeKTPOHHBIM Katajoram OUOIHoTeK chepsl
00pa3oBaHMs U HAYKH.
9.3. JIutieH3noHHOE U CBOOOIHO PacIpOCTpaHsIeMOe MPOrpaMMHOE 00eCTIeueHHE, B
T.4. OTEYECTBEHHOTO IPOU3BO/ICTBA
1. OC Microsoft Windows.
2. Tlaker Microsoft Office Professional Plus;
3. Cisco Pocket Tracer — HHCTpYMEHT JJIsl MOJICTTUPOBAHUS U CUMYJISIIIUN CETEH.

10. MaTepuajbHO-TeXHHYeCKOe o0ecneyeHne JUCIUIINHBI

[TomeriieHus 1715 MPOBEICHUS BCEX BUIOB PAOOTHI, IPEAYCMOTPEHHBIX YUCOHBIM
TUTAHOM, YKOMIUIEKTOBAHbI HEOOXOJMMBIM 000pYIOBAHUEM M TEXHUYCCKUMHU CPEICTBAMHU
o0OyueHusl.

Tabauua 10.1


http://webirbis.tsogu.ru/%3B
http://www.iprbookshop.ru/%3B
http://elib.gubkin.ru/
http://bibl.rusoil.net/
http://lib.ugtu.net/books

HaumeHnoBanue
Y4eOHBIX IPEIMETOB,

Anpec (MECTOTIOIOXKECHIE)
[MOMEICHUH 1151 TPOBEICHNUS
BCEX BHIOB yUeOHOM

KYPCOB, IACIHTLTHH Hammenosanmne HOMgmeFHH JUTS TIPOBEICHHS NIESTENbHOCTH,
(MO,Hyneﬁ), NPaKTHKH, BCCX BUI0OB ytie HOU OCATCIIBHOCTH, MPEayCMOTPEHHOU
o IIpEayCMOTPECHHON yT{e6HbIM IIJIAaHOM, B TOM yqeGHHM IJIAHOM (B clryJyae
No 1w/t UHBIX BUJIOB YUCOHOI YHCIIE TOMEICHHS VTS P ——
ACATEILHOCTH, CaMOCTOSTENBHON PabOTHI, C yKa3aHHEM 06pa3oBaTesbHOM
HPENYyCMOTPEHHBIX HepeyHs OCHOBHOTO 000pyI0BaHMs, yueOHO- [IPOrpaMMBI B ceTeBOH (hopme
Y4EOHBIM ILIAHOM HATJISTHBIX TOCOOMI TOTIOJTHUTEILHO YKa3bIBAETCS
00pa3oBaTenbHOM HAaNMEHOBAHUE OpTaHU3aIINH,
IIpOrpamMMBbl C KOTOpOH
3aKIIFOYCH JIOTOBOP)
VYueOHast ayJUTOpHs VIS TIPOBEICHUS 3aHATHI
JIEKIIMOHHOT'O TUTIA; TPYIIIOBBIX U
UHIUBUAYAIbHBIX KOHCYJIBTAIIMN; TEKYIIEro
KOHTpOJIS M IPOMEXKYTOUHOH aTTecTalllHu. 625001, TromeHckast
OcHOBHOE 000PYAOBaHHUE: CTOJBI — 52 WIT., o6nacrs, r. ToMeHs, yi.
CTYNbs — 52 T, JO0CKa ayIuTOpHas — | wiT., Jlynavapckoro, 1.4
MOHOO0JI0K — | 1iT., mpoekTop — 1 mir.,
MPOCKIIHOHHBIN 9KpaH — | IIT., aKycTHYeCcKast
cucrema
(KOJIOHKM) -2 1IT., MUKPOQOH - | mwT.
VY4eOHas ayquTOpHs IS IPOBEICHAUS 3aHATHI
CEMHHAPCKOTO THIIA (JTa0OpaTOpHEIC 3aHATHA);
TPYIIIOBBIX U HHIUBHULYaTbHBIX
KOHCYJTbTAIHIA; TEKYILEro KOHTPOIIA U 625001, TromeHCKas
MIPOMEKYTOUHOHN aTTecTalluu 061acT®, T. TIOMEHB, YIL.
OcHOBHOE 000PYA0BAHHUE: CTOJBI — 25 WIT., Jlynauapckoro, 1.4
CTynbs — 57 T, TOCKa ayAUTOpHAs — | mIT.,
NndopmanonHas  |wono6mok — 16 wr., npoextop — 1 .,

0€30MacHOCTh 1
3amuTa uHpopmau

MIPOEKLHOHHBIN 9KpaH — | IIT., aKkyCTHYecKast
cucTeMa
(KOJI0HKH) -2 1IT., MUKPOQOH - 1 1mIT.

ITomenenue At CaMOCTOSATENBHON paboThI
00yJaIoIIXCs ¢ BOSMOXKHOCTBIO IMOAKITIOYEHHS
Kk cetu «MHTepHET» U o0ecleueHueM A0CTyma B
3NIEKTPOHHYIO
HUH(OPMAIIMOHHO-00Pa30BaTENILHYIO CPENY
VYuebnas mebenb: ctosbl — 10 mT., cTynss — 15
IIT., I0CKA ayJUTOPHAs — | 1IT., MOHOOJIOK — 5
IIT.,

625001, TromeHckast 00J1aCTh,
r. TroMens, yi.
Jlynagapckoro, 1.2, kopr. 1

IMomermenHNe UIs CaMOCTOSTENBHOM PabOTHI
O0YYAIOIINXCS C  BO3MOXKHOCTBIO IMOJAKITIOYCHHUS
Kk cetn «/IHTepHET» N 0becIeueHneM JOCTyna B
JNIEKTPOHHYIO
MH(OPMAIOHHO-00pa30BaTEIbHYIO CPELY
VYuebHas mebenb: cTonb! — 15 wrT., cTynbs — 25
IIT., JOCKa ayauTopHas — | mT., MOHOOJIOK — 5
mT., NpoeKTop - 1 mrt., 3kpaH - 1 mr.,

625001, TromeHcKast 00J1aCTh,
r. TroMeHs, yi.
Jlynagapckoro, 1.2, kopr. 1

11. MeTtoauueckue ykazanus no opranuszanuu CPC




CamocrosTenbHas paboTa sBISETCS OAHOM M3 BaXHEHIIMX (HopM HM3ydeHHus J000H
mucuuIuiiHel. OHa TO3BOJIIET CHCTEMAaTH3MpPOBATH W YIIIyOUTh TEOPETUYECKUE 3HAHUS,
3aKpenUTh YMEHHS W HAaBBIKH, CHOCOOCTBYET Pa3BUTHIO YMEHUH IOJIb30BAaThCS HAYYHOH WU
yueOHO-MeToquecKkoil  auteparypoil.  [lo3HaBarenbHas  JesATEIBHOCTH B IPOLIECCE
CaMOCTOSITENIbHONW paboThl TpeOyeT OT 00ydaromeMycsi BBICOKOI'O YpPOBHS AaKTHBHOCTH W
CaMOOpPraHN30BaHHOCTH.

CamocrosTenbHas paboTa BKIIOYAeT B ce0si paboTy ¢ KOHCIIEKTOM JIEKLIUH, H3y4eHUE U
KOHCTIEKTHUPOBAaHUE PEKOMEHTyeMOi JUTEPATypHI, MOJrOTOBKA
MYJIbTHMEHa-COOOIICHU/TOKIIAI0B, TOArOTOBKA pedepaTta, TECTUPOBAaHHUE, PpEIICHUE 33a1a4 U
yIpakHEHHH 1Mo o00pasily, pelIeHHe BapUaTHBHBIX 3a/a4, BBIMOJHEHHE YEepTEeKeH, CXeM,
pacuetoB (rpaduueckux paboT), pelIeHHe CHUTYalHOHHBIX (MpOoeCCHOHANBHBIX) 3a/ad,
MOJrOTOBKA K JEJOBBIM HUIpaM, MPOEKTHPOBAHWE W MOACITHUPOBAHME pa3sHBIX BHUJIOB U
KOMIIOHEHTOB TMPO(PECCHOHANBHON JesTeIbHOCTH, HAYYHO-UCCIICA0BATEIILCKYIO padoTy U JIp.

KoHTponb pe3ynbTaToB BHEAYAMTOPHOW CAMOCTOSTENBHOW pabOTHl 0O0ydYaromIuXxcs
OCYIIECTBIISICTCS B IpEeaX BPEeMEHHU, OTBEJCHHOTO Ha 00s3aTelIbHbIe YU4eOHBIE 3aHATHS MO
IUCLUUIUIMHE W BHEAYTUTOPHYIO CaMOCTOSTENbHYIO paboTy 0Oydarommxcs Mo AMCUUILINHE,
MOJKET MPOXOJUTH B MUCbMEHHOM, YCTHOM MJIM CMEIIaHHOH (opme.

CamocTtosTenpHas pabora oOyuaromerocss 0e3 TpernojaaBareis BKIOYaeT B ceOs
MOJITOTOBKY K PAa3JIMYHBIM BHUJaM KOHTPOJIGHBIX HWCHBITAHUN, IMOJATOTOBKY W HAaIlMCaHHE
CaMOCTOSITENILHBIX BHJIOB paboT



[Tpunoxxenue 1

IInanupyemsle pe3ybTaThbl 00y4eHHs 1J1s1 GOPMHPOBAHMA KOMIIETEHIMHU U KPUTEPHH
UX OLleHUBAHUS

Jucuummuaa WHdopmanuonHas 0e30MacHOCTh U 3a11UTAa HHpOpManun
Kopn, nanpasnenue noarorosku: 09.03.04 IlporpammHuasi HH:KeHepust

Hanpasnennocts (npoduis): PazpadoTka nporpaMMHO-HH(POPMALHOHHBIX CHCTEM

- KOZ 1 HaHMeHOBAHNE pe3yJTbTaTa Kputepun onieHMBaHUS pe3yabTaTOB 00yUCHUS
0
a 00y4YeHHUs IO TUCIUILIHHE
KOMITETEHIIMH
(Mozyio) 1-2 3 4 5
3nats (31) Yrposst He 3Haer Cnabo 3Haer | 3Haer yrpossl 3HACT VIDOSEL
0e3omacHOCTH 0a3 TaHHBIX U YTPO3bI YTPO3bI 0€301IacHOCTH 6630Ha}(/:rl-ll)0CTI/I
CTIOCOOBI X MPEIOTBPAIICHUS; Oe3omacHOCTH | 6e3omacHocTH | 0a3 MaHHBIX U
0a3 JaHHBIX U
IIKC-3 0a3 MaHHBIX U | 0a3 JaHHBIX U | CIIOCOOBI UX
CITOCOOBI UX
CHOCOOBI X crocoObI UX npeAoTBpalle
MPe0TBpAIIIe
MpefoTBpallle | IpenoTBpalle | Husi ¢ s
HHS HHS 3aMeYaHUAMU
Vwmers: ITKC-3.1-Y1 BeisaBnsars 0 q VMeer y
Yrpo3bl 0e30MacHOCTH Ha YPOBHE ¢ ymeer CKOPPEKTHO BBISBJIISTH Meer
643 TAHHbIX BBISBIISTH BBISBIIIET YTpO3LI BBISABIIATH
0351 0351 0351
IIKC-3 yrp yrp 6esomacuoctn | 2P
0e30ImacHOCTH | 6e30macHOCTH 06€e30IMacHOCTH
Ha ypoBHe 0a3
Ha ypoBHe 0a3 | Ha ypoBHe 6a3 TARHBIX C Ha ypoBHe 0a3
JAHHBIX JIAHHBIX TIAHHBIX
3aMeYaHHAMHU
Ywmers (Y1) Beisnsars
YTPO3bI 6€30MaCHOCTH Ha He Brazeer Cuabo Brageer Buazeer
BIIaZICET HaBBIKAMHU
ypoBHE 623 JaHHbBIX HaBBIKAMU . HaBBIKAMU
HaBLIKAMH OTIpe/IeNIeHUs
OTpeIeNICHUS OTpeIeIICHHS
ompeneneHus | yrpos
yrpos yrpos 6esonacHoctu |3 P03
TIKC-3 0€30I1aCHOCTH 06€e30IMacHOCTH
0€e30MacHOCTH | JAaHHBIX U
JAHHBIX U IaHHBIX U
JIaHHBIX 1 crocobaMu Ux
crmoco0aMu ux CIoco0amMu ux
crocobaMu UX | MpeaoTBpaIle
npeIoTBpaIle MpeJOTBpalle
MpeJ0TBpaIie | HuUs ¢
HUSA HHUS
HHUS 3aMeYaHUAMU
3HaeT
He 3Haer Cnabo 3Haer | wuMHCTpyMeHTHI |3Haer
3uams (32) WHCTPYMEHTBI | HHCTPYMEHTHI | 00ecrieueHus] | HHCTPYMEHTBI
obecrnieuenns | oOecreuenus | Oe3omacHOCTH | 0OecIICUEHHS
HHCTpyMEHThI 00ecTIeYeHUs
TIKC-3 Oe3omacHOCTH | Oe3omacHOCTH | 0a3 MaHHBIX M | 0€30MMaCHOCTH
Oe3omacHOCTH 0a3 TaHHBIX U UX
0a3 JaHHBIX U | 0a3 mJaHHBIX U | KX 0a3 JaHHBIX U
BO3MOKHOCTH.
ux HX BO3MOXKHOCTH | UX
BO3MOKHOCTH | BO3MOXXHOCTH |C BO3MOKHOCTH.
3aMeYaHusIMHU




Ymers (Y2) He ymeer Hexoppektno | Ymeer Veer
PaspabatbiBaTh MEPOIIPHATHA BEISIBJIATH BEISBJISICT paspabarbiBar A3paBATEIBAT
110 00ECIICYCHNUIO paspabatbiBaT | pa3pabarbiBae |b pasp
6e3OHaCHOCTI/I Ha ypOBHE 633 b T MEpOIPUATUSL b
MEPOTPHUSITHS
JaHHBIX MEpPOIPUATUS | MEPOIIPUATHS | IO
IIKC-3 o
o o 00€ecTIeueHNIO
00eCIICUCHHIO
obecneueHno | obecrneuenno | 6e30macHOCTH
0€30MacHOCTH
Oe3zomacHocTH | 0€30IaCHOCTH | Ha ypoBHE 6a3
Ha ypoBHe 0a3
Ha ypoBHE 0a3 |Ha ypoBHe 6a3 | maHHBIX C AHHBIX
JAHHBIX JAHHBIX 3aMeYaHUAMU
Bnanets (B2) Coat B
11260 JIaZeeT
Haprikamu pa3pa60TI<H He BJIaJICET al BﬂaﬂeeT
MepOHpI/IﬂTI/Iﬁ 110 00€ECIIEYEHHTO HaBbIKAMU BIajacer HaBBII%aMI/I HaBBIKAMHU
6e3OHaCHOCTI/I 633 JAHHBIX pa3p360TKI/I HaBbIKaMH pa3paboTKH . pagpa6OTKH
. | paspaborku MEpOTPUSITHI .
MEpPOTPUATHI N MEpPOTIPUATHI
IIKC-3 o MEPOIPUATHH | 11O o
o 00ecTIeueHNIO
00ecIeueHnI0 00€eCIICUeHHIO
obecrieueHnio | 6€30ImacHOCTH
0e30IacHOCTH 0€e30MacHOCTH
Oe3omacHOCTH | 0a3 JaHHBIX C
0a3 TaHHBIX 0a3 JaHHBIX
0a3 JaHHBIX 3aMeYaHNAMHU
3nats (33) OcHOBHBIE q 3
cpencTBa obecreueHus He 3Haer acTHO HacT 3Haer
" 3HACT OCHOBHBIE
MH(OPMALIHOHHOM OCHOBHBIE OCHOBHBIE
Oe30macHOCTH 0a3 JaHHBIX cpencTBa OCHOBHBIC cpencTaa cpecTBa
cpeacTsa obecrieyeHust
o0OecreueHus obecreueHus
TIKC-3 obecrieueHus: | uHGOPMALTUOH
nH(opMaIoH o uH(opMaIoH
o nHpOpMaNoH | HOM o
HOI1 o HOM
HOM 0€e30I1acHOCTH
0e30IacHOCTH 0€e30MacHOCTH
0e30macHOCTH | 0a3 MJaHHBIX C
0a3 JaHHBIX 0a3 JaHHbBIX
0a3 JaHHBIX 3aMeYaHUsIMU
Ymets (Y3) Boibupats v
MeeT
OCHOBHBIC CPE/ICTBA He ymeer Cnabo ymeer BEIGHDATE VYmeer
obecrieuenus BBIOUpATH BBIOUpATH OCHOEHMG BBIOHpATH
MH(pOPMAIOHHOH OCHOBHEBIE OCHOBHEBIE CPeCTBA OCHOBHBIC
6e30MacHOCTH 6a3 JaHHBIX cpecTBa cpecTBa pen cpefcTBa
o0OecreueHus
TIKC-3 obecrieueHust | oOecrneueHust obecrneueHus
HHPOPMAILTUOH
uH(pOPMAIMOH | HHOPMAIMOH Hoil uH(opMaIoH
HO HOH HOM
0e30IMacHOCTH
0e30IacHOCTH | 6€30ITaCHOCTH 06€e30IMacHOCTH
0a3 JaHHBIX C
0a3 JaHHBIX 0a3 JaHHBIX 0a3 JaHHbBIX
3aMEUYaHUSIMHU
Bnaners (B3) 0 Crnabo Brazneer B
HaBbIkaMu BEIOOPa OCHOBHEIX € BIIajzeeT BrIAZICET HABBIKAMHU JaaeeT
HaBBIKAMHU HaBBIKAMH
CPCICTB NOMACPKKI BEGODa HaBBIKAMU BbIOOpa BB160DA
HH(QOPMALIMOHHON p BBIOOpA OCHOBHBIX p
6e30TacHOCTH Ha YpOBHE 6a3 OCHOBHBIX OCHOBHBIX cpencTs OCHOBHBIX
CPENCTB CpeNCTB
JAAHHBIX ped CpeacTs MNOJJCPKKH pea
TIKC-3 MOACPKKHI MOJACPKKHI
MOIIEPHKKU UHPOPMALUOH
“HPOPMALTHOH o HHPOPMALTHOH
o UH(DOPMAIMOH | HOM o
HOM 2 HO#
HOM 06€e30IMacHOCTH
0e30IacHOCTH 0€e30IMacHOCTH
Oe3onacHocTH | Ha ypoBHe 6a3
Ha ypoBHe 0a3 Ha ypoBHe 0a3
Ha ypoBHE 0a3 | TaHHBIX C
JAHHBIX JIaHHBIX
JTAHHBIX 3aMeYaHuAMHU
3HaTB (34) q 3HaeT
aCTUYHO
TpeGoBanus K TECTUPOBAHHIO He 3naer sHACT TpeboBaHus K | 3HaeT
I1O B o6acTu TpeOoBaHUs K B — TECTUPOBaHU | TpeOGoBaHUS K
MH(OPMALHOHHOI TECTHPOBAaHU p 10110 B TECTHPOBAaHU
6 TECTUPOBAHU
€30ITaCHOCTH RN (OF:] obactu o II0 B
TIKC-8 o I[10 B
obmactu 061aCTH UHPOPMAIHOH | obmacTu
“HPOPMALIMOH HOI UHPOPMALIUOH
N nH(OpMaLOH by
HOM o 0C€30IMaCHOCTH | HOM
HOM
0€30IacCHOCTH C 0€30MacHOCTH
06e301I1acCHOCTH

3aMCYaHUIMU




He ymeer
paspabarbiBar
b TpeOOBaHUS

YactuuHo
yMeeT
paspabatbiBar
b TpeOOBaHHUS

Ymeer
pa3pabarbiBar
b TpeOOBaHUS
K

Ymeer
paspabarbiBar
b TpeOOBaHUS

Ymets (V4) K < TECTUPOBaHH | K
Pa3pabaTbIBaTh TpeOOBaHHS K TECTUPOBAHH 10 10 B TECTUPOBAHH
ITIKC-8 TECTHPOBAHH
tectupoBanuio [10 B obmacTi 0 [0 B 0 TIO B o0acti 1o [10 B
MHPOPMAIIMOHHOM Oe30macHoCTH | 0OmacTu 061aCTH HHPOPMAIHOH | obmacTu
“HPOPMALIUOH HOM UHPOPMALTUOH
M nH(OpMaLOH o
HOM o 0e30MacHOCTH | HO#
HOH
Oe3onacHoCTH c 0e30ImacHOCTH
0e30macHOCTH
3aMeYaHUsIMU
Brnaneer
Cnabo
He Bnageer S HaBBIKAMU Baaneer
HaBBIKAMHU pa3paboTKu HaBBIKAMHU
HaBBIKAMHU .
pa3paboTku TpeOOBaHuit K | pa3paboTKu
N pa3paboTku .
Brnaners (B4) HaBbikamMu TpeboBaHH K ToeGosanuii x| TECTHPOBAHH TpeboBaHUii K
pa3paboTku TpeOOBaHUIA K TECTUPOBAHH p 10 [10 B TECTHPOBaHU
TIKC-8 TECTHPOBAHH
tectuposanuio I10 B o6nactu 10110 B 0 TIO B obsacti 10110 B
MHPOPMAMOHHOH Oe3omacHoCTH | 0OmacTu oOnaACTH UHPOpMaIMOH | obmactu
HHPOPMALTHOH HOM HHPOPMALTUOH
o UH(OPMAIMOH o
HOM 2 0e30MacHOCTH | HO#t
HOH
0e30macHOCTH c 0e30MacHOCTH
Oe3onacHoCTH

3aMCYaHUAMHA
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n/n

HazBanue yue6Horo, yue6Ho-
METOIUYECKOTIO U3aHMs,
aBTOP, U31ATEIBCTBO, BUJT

W3J1aHKs, TOJ U3IaHUs

KonnuecTso
9K3EMILISIPOB B
BUK

KonTuarent
o0yJaromuxcs,
UCTIONB3YIOIINX

YKa3aHHYIO

JUTEPATYPY

ObecnieyeHHOCTh
oOyyaromuxcs
JIUTEPaTypOH,

%

Hanuuue
3JIEKTPOHHOTO
BapuanTta B ObC

(+/)

[Tanbrusn, B. ®.
3amuTa KOMIBIOTEPHOH HH(pOPMAIWH.
DddexTuBHBIC METOBI U cpercTBa / B.
®.  [lanprus. - CaparoB
IIpopoGpazoBanue, 2019. - 543 c. -
URL:
http://www.iprbookshop.ru/87992.html
- Pexum poctyma: s aBTOp.
none3oBateneit. - OBC "IPR BOOKS".
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Kommnekcnoe obecrieueHne
UHPOPMAIHOHHOM 0e30MmacHOCTH
ABTOMAaTH3HPOBAHHBIX CHCTEM
nabopaTtopHblii mpakTukym / M. A.
Jlanmaa, JI. M. Mapxos, T. A. ['um [u
np.]. - CraBporoiib
Cesepo-Kaskasckuit (denepanbHbIi
yHuBepcuret, 2016. - 242 c. - URL:
http://www.iprbookshop.ru/62945.html.
- Pexum pmoctyma: s aBTOp.
MOJIb30BaTENEH. - URL:
https://e.lanbook.com/book/155111 . -
Pexum Jocryna: JUIst aBTOoP.
nonb3oBateneii. - 9bC "IPR BOOKS".

Op*

30

100

bamuter, II. H.  Mndopmanmonnas
6e30MacHOCTh U 3aIIUTa HHGOpMALUH :
yuebHoe nocobue / I1. H. bauisl, A. B.
ba6am, E. K. BapanoBa. - Mocksa :
EBpasuiickuifi  OTKpBITBIA ~ HHCTHUTYT,
2012. - 311 ¢ - URL:
http://www.iprbookshop.ru/10677.html

- Pexum poctyma: s aBTOp.
none3oBateneit. - OBC "IPR BOOKS".

OpP*

30

100

AptemoB, A. B. HudopmanmonHas
0e301macHOCT : Kypc Jieknwii / A. B.
Apremos. - Open : MexperuonaibpHast
Axanemus 6€30I1aCHOCTH M BEDKHBAHHS
(MABUB), 2014. - 256 c. - URL:
http://www.iprbookshop.ru/33430.html
. - Pexxum nocryma: nist aBTop.
nonb3oBateneit. - ObC "IPR BOOKS".

op*

30

100

OP — 2eKTpOHHBIN pecypc IUIsl aBTOp. MOJb30BaTeNield JOCTYIECH depe3 DIeKTPOHHBIH

katanor/DiekTpoHHyo oubiauoreky TUY http://webirbis.tsogu.ru/
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